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AUTHORIZATION CONTROL

Background

Cloud computing environments may provide computing infrastruclures that are
abstracted from the underlving physical hardware. Cloud computing environments may
deliver Infrastructure-as-a-service (laaS) by providing the ability to creatle virtual
machines (VMs) on demand having defined attributes such as size, operating systam,
number of block devices etec. These VMs, which may be formed as encapsulated

networks, may be carved out of the underlying physical hardware,

Figure 1 illustrates an example of a cloud computing environment. In the example
shown in Figure 1, a physical computing hardwars infrastructurs 101 is shown. The
physical computing hardware infrastructure could, for example, comprise ong or more
data centres or the kke comprising a plurality of servers, one or more supercomputers
or any collection or network of computing resources. The physical hardwars may be
owned and controlied by one organisation and made available to other organisations,
for instance as part of an Infrastructure-as-a-service and/or Platform-as-a-servics
husiness, or the hardware could be the hardware of a single organisation operated as a

cloud compuling snvironment for 18 own users,

The physical hardware can be used o provide appropriate VMs on demand o users.
The VMs may be associated with volumaes, i.e. virtual disks, for operation and data
storage. in one implementation, the VMs and volumes are provided within cells, with
gach cell being an encapsulated network comprising one or more VMs and/or volumaes.
Acell, in an implemeaniation of a cloud computing anvironment, is a virtualized
infrastructure, derived from the underlying physical infrastructure, which may be
separated from other virtual resources provided by the same physical infrastructure by
encapsulation. In other words a cell is a collection of virlual resources which may he
isolated within a virtual security boundary and whersin network security rules may
contral any data traffic info or out of the cell. A cell therefore may provide a virtual
network that may be connected to a wider network and in which nebwork security rules
may mean that one cell is isolated from another ceall, other than through connection
rules that can be controlied by the owner of the cell. By default sach cell may be
compistely isolated from all other cells although the owner of a cell can control

interaction of the cell with external entities through network access fules.
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Within a cell one more virtual machines may be instantiated and may form a virtual
network. Volumeas are components of a cell. In the context of cloud computing a
volume is a virtual component accassible by a VM that provides persistent storage for
persisting the state of a VM or an imags or componeanis used o form a VM. Inthe
context of cloud computing a volume is abstracted from any underlving physical
storage harchware and thus is separate from and nol lied 1o any parlicular storage
resource or type of rasource but provides a singls, distinct virtual storage resource with

defined attributes such as size.

Figure 1 shows a first user, 102, running two cells, 103 and 104, The user 102
accesses the cells via a user interface provided by the user’s local workstation for

example.

The user 102 specifies the number and altribules of VMs and associated volumes for
the cell. Cell 103 shows an illustrative network of several VMs 105-1 to 105-5 each
having an associated volume 106-1 to 106-5. Celi 104 shows an illustrative network
comprising a single VM 107 having three associated volumes 108-1 to 108-3. Figure 1

also illustrates another user 109 running a different cell 110.

In somea embodiments usars may share services within the cloud computing
environmeni and applications running within the cloud computing snvironmsnt may
intaract with other applications autonomously. Thus the cloud computing environment

may be characterized by a collection of loosely coupled, autonomous services,



WO 2011/162750 PCT/US2010/039597

10

20

30

35

Brief Description of the Drawings

implemaniations will now be described by way of example only with reference {o the

following drawings, of which:

Figure 1 ilustrates an example of a cloud computing environment and a numbsr of

cells;

Figure 2 illustrates an implementation of a volume management system;

Figure 3 illustrates an implementation of an authorization system in a cloud computing

gnvironment;

Figure 4 illustrates an implementation of an entity using an authorization system to

issue an atiestation;

Figure 5 shows a flowchart of one method of issuing an attestation;

Figure & shows a flowchart of one method of querying whether an entity has

authorization: and

Figure 7 illustrates an implementation of a plurality of instances of an authorization

system

Dietailed Description

Security is an important consideration in many computing environments and especially
in a cloud computing environment. An important aspeact of sscurity is authorization to

comtrol access to sarvices and resourcas.

For example figure 2 illusirates a volume management sarvice 201 thal may be shared
with a plurality of users 202a and 202b. The volume management service 201 may
allow users to create and modify cell volumaes, i.e. the virtual disks that may be
attached fo virtual machines {VMs} in use. The volume management service may be

instantiated within its own cell in a cell basaed cloud computing snvironment and may



WO 2011/162750 PCT/US2010/039597

10

20

30

35

4

provide a volume management server VM 203 for performing various management
functions., User 202a may connect o the volume managemaeant server 203 and have
access to that user’s cell volumes 204a. Usser 202b may also connect to the volume

management server 203 to access the cell volumes 204b owned by user 202b.

in general user 202a may want to be the only user who can access the volumes 204a
that user 202a owns. However in some situations user 202a may be want to allow one
or more other users {8.¢g., user 202b} to access one or more of the volumes that user
202a owns. In addition, user 20%a may want to allow one or more applications of the
cloud computing snvironment {(8.q., application 208), for instance a virus scanning
application, to be able to access the volume Z204a for the purposes of performing a

scan of the volume.

Figure 3 illustrates an implementation of an atiestation system, for example an
authorization system, in a cloud computing environment for controlling access to
seivices and rescurces. Figure 3 shows an entity 301 accessing an application 302
which, in this example, may be a user accessing a volume management server VM
such as described above. It will be clear howsver that entity 301 could also bs an
application of the cloud computing environment. The user 301 may access the volume
management sarver and request an action in relation to volumes 303. The volums
management server needs to determine whether the user 301 is authorized o perform
the requested action on the specified volumes. For instance, if the user attempts {o
access a list of available volumes or perform a search for volumes mesting certain
critenria, the volume management server neads o determine which volumes user 301 s
authorized o discover, e.g. has read access. f the user 301 selects a particular
volume and gttempts o modify that volume the volume management server needs {o
determine whether user 301 has the authorization to modify that volume, e.g. has been

granted write acceass to that particular volume.

The volume management server therefore contacts authorization system 304 o
determine whether user 301 has the necessary authorization (o perform the requestad
action on the specified resource. It one implementation the volume management
seiver generatas a query that asks the authorization system whether user 301 is

authorized o perform the requested action on the specified resource,
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In one implementation the authorization systent 304 may comprise an authorisation
server VM 305 that interacts with the volume management server. The authorization
system 304 conirols access o a store 306 of attestations which govern authorizations.
Altestations are statements, that have been praviously issued by an entity, that indicate
that another aniity, the subject of the atiestation, has a certain property. An altastation
is thus a prior issued confirmation that the subject has the relevant property. The
property may be permission to perform some aclion and/or it may be any attribute of
the subject relevant {0 access. Altestalions are secure statements that can be relied
upon to make authorization decisions. In one implementation the authorization system

provides the security for issued altsstations.

The authorization system receives the query at the authorization server 305 and
passes the query 1o a decision engine 307. The decision engine determines, from the
store of altestations 306 that have been issued, whether user 301 does havse
authorization to perform the requssted action on the specified resource. The dacision
engine 307 therefore makes the decision as to whether or not user 301 is authorized
and acts as a Policy Decision Point (FDP). The authorization system may then
respond o the volums management server 302 {via authorisation server 305) with the
rasult of the decision as to whether user 301 is, or is not, authorized for that action.
The volume management server 302 then uses the result of this decision to
accordingly grant or deny access to user 301. The application, i.e. the volume
management server in this example, therefore acts as a Policy Enforcement Point
(PEP).

it will be appreciated that the authorization system, in a cloud computing environment
may comprise one or more virtual machines (VMs). For instance the authorization
sarver may be a VM instantiated within the underlyving physical infrastruciure, L.e. the
underlying computer hardware provides the authorization server. The store 308 of
attestations may be provided by one or more volumes attached to the VM and

implementsd within the underlying physical infrastructure.

The volume management server may verify the identity of user 301, i.e. the volume
management server may authenticate user 301. In one implementation the voiume
management system authenticates the identity of user 301 before generating the query
to the authorization system. The volume management sarver may usa any type of

authentication, for example using an X509 encryption scheme, Kerberos or OpenlD or



WO 2011/162750 PCT/US2010/039597

10

15

20

25

30

35

8

any other suitable authentication protocol In this implementation authentication is thus
decoupled from authorization. The identity of the user communicated by the query may
simply be a string, for instance a typed string, which is derived from the authentication

procedurs performad by the volums management server,

The volume management server, Le. the applicstion, may query the authorization
system with a relaively simple query and the authorization system may respond with a
decision, e.¢. authorization True or False. This avoids the need for the altestations {o
he digital certificates. Managing and processing of digital certificates can be complex,
Implemeniations of the authorization system which avoid the need for the attesiations
o be digital certificates may avoid such complexity. In such a case the users and
applications of the cloud computing environment frust the authorization system as well
as the parties issuing attestations — however the authorization system itsslf can be
made secure and the improved sase in implementing a secure authorization system
will mean that application developers are much more likely to develop secure

applications.

The authorization system may be implemented as a local object as a component of an
application or service. In other words an instance of an authorization system may
comprise part of an application of the cloud computing environment so that said
application has the authorization system smbedded within it as a local object. For
example the authorization system may be a component of a volume management
system, run as a local objsct which is part of the volume management system, 8.g. a
Java object, Being able to run the authorization service as a local obiect means that
authorization can be included at a very early stage of development of a service and no

exira infrastruciure may be neaded {0 be developed or deploved.

The authorization service may also be implemented as a stand alone sarvice within the
cloud computing environment and may be accessed, for example, via a secure
commuitication protocal such as HTTR/SSL. In sither case the progranuming

abstraction is the same.

As will be describad in more detall later there may be a plurality of instances of the
authorization system instantiated within a single cloud computing environment and the
authorization system may be multi-tenant, L.e. useable by a plurality of users. As will

also be described in more detail iater the authorizalion system is useable by
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issue attestations.

The authorization system uses attestations o determine whether or not a user or
application of the cloud computing environment is authorized {o pariform an action on a

fesource.

In one implementation the primary abstraction chosan for authorizations is the notion of
a path. Programmers and developers are familiar with the concept of a path and use of

a path allows ease of authorization o a plurality of resources.

The altestations may comprise access right attestations. An access right attestatlion
spacifies that a subject, i.e. one or more users and/or applications, is authorized o
perform a specific action on a specific resource. The subject may comprise a siring
identifying one or more users or applications. The string may be a typed string, for
example the lype may specify 'user — in which case the slring identifies a user - or may
specify ‘group’ — in which case the string denoctes a group that will be recognised by the
authorization system. The specific actions that are being allowed may be specified by
denoting a privilege, for instance read, wrile, copy efc. A particular privilege may
enable multiple actions, for instance a wiile privilege may snable action of modifying or
updating as well as deleling a resourca such as a volume. A write privilege may also
be taken to include all the actions available at a read privilege level so as o avoid the
need to specify sach individual privilege separately. The cloud computing environment
may be configurad with a common sef of privileges for access (o resources such that
access {o differant applications and resources can be conirolied using the common set
of privileges. However in some implementations a particular application may want to
introduce baspoke privileges for that application. Queries from such an application,
and attestations regarding access o such an application, may therefore refer to such
hespoke privileges and the authorization systern would confirm whether or not a
particular subject had been granted a bespoke privilege. Such baspoke privileges
would be recognised by the particular application but may not be recognised by other

applications.

The designation of the resource may comprise a designation of the path to the
resource. As mentioned above a path may be a familiar concept to programmers and

developers and provides a convenient method o designate a resource in a cloud
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computing environiment. The designation may also include a designation of the type of
resource. Using a path based designation of resources, the attestation may designate
a resource at a specifisd node of a path, for nstance in a hierarchical directory storage
system the path could designate a particular volume. For example a path in the form
of: fusersfuser_afoclumes/voll would designate a volume named voll in the specifisd
directory The designation of the resource could glso indicale all resources below the
designated node in the path, for instance a designation: /users/user_a/volumes/* may
be used to indentify al resources, of the specified type if a type of resource is included,

within the relevant directory or any sub-direciory.

The designation of subject and privilege may ailso include a designation, for instance a
wildcard character, such as "7, or a term 'all’, to indicate that all subjects or all privilege

fevals are granted.

As the authentication system may be multi-tenant and may be used by a plurality of
users and applications the attestations may also include an indication of the ideniity of
the entity issuing the attestation. In this way a user or application may only use
attestations which are issusd by entitiss that they have chosen to trust. The
designation of the issuer may be a string which indicates the user or application making
the attestation. The procass of issuing altestations will be described below but an
entity issuing an aitestation may authenticaie iiself to the authorization system. In this
way the consumer of the altastation may trust the authorization systam o have
correctly authenticated the issuer of the attestation and thus, if they trust that issuer,

can trust the attestation.

in one implementation an access right atiestation is therefore a S-tuple, i.e. an orderad
list of five elements, comprising: (issuer, subject, path, interface, privilege) wherein the
interface slement denotes the type of resource. For sxample an access right

attestation may be:

issuer: user{Alice}, subject: user (Bob), path:/users/Bob/”, interface: directory,

privilege: write

This attestation therefore indicates that the user whose common name is Alice has

granted write access to the user whose common name is Bob for everything within and
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below a /users/Bob directory. Thus a raquest by user Bob 1o modify a volume at

fusers/Bobivolumes/volt may be authorised by the authorisation system.

As meantioned above the authorization system may allow attestations based on groups
of users or applications. The definition of groups can reduce the number of atiestations
required and allows the ability for role based access by grouping users by rols and
authorising access 1o relevant role based groups. In order that the membership of
groups is correctly controlled the attestations controlled by the authorization system

may include group atlestations.

A group aitestation specifies that a subject, i.e. one or more users and/or applications,
is a member of a specified group. The group attestation may also comprise a
designation of the issuer of the group atfestation. A group attesiation in one
implementation therefore comprises a 3-tuple: (issuer, subject, group-name). The
issuer and subject may be strings that define the name of the issuer and the subject
respactivaly and may be typad sitrings. The subject may ilself be a group o allow for
hierarchies of groups, i.e. one group, and thus all its members, may be a mamber of

another group. The group-name may be any string used to designate a group.

For example the following group atiestations:

issuer: user{Alice), subject: user{Bob), group-name: enginger

issuer: user{Charlie}, subject: user{Dave), group-name: manager

issuer: user{Alice), subject: group(user{Alice), enginger), group-name: employee
iasuer: user{Alice), subject: groupl{user{Charlie), manager), group-name:

employee

indicate that user Alice has attested that user Bob is in a group called ‘engineser’ and
that user Charlie has altested that user Dave is in a group called ‘'manager’. User Alice
has also attested that both the group ‘engineer’ (issued by Alice) and the group
‘manager (issued by Charlie} are part of the group called ‘emplovee’. Groups may be
scoped by the issuer, Le. the dasignation of the Group includes a reference to the
issuer of the attesiation that defines the Group. This means that the group (user(Alice},
engineer) is different {0 a group also called engineer which is issued by a different user,
e.g. {user{bve)}, engineer). This scoping of groups by user avoids any conflict i

different users choose different group names.
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An access right attestation which authorized a mermber of the ‘emplovee’ group (as
issuad by Alice) to perform a particular action, 1.e. an atlestation where the subjact is
group{user{Alice)}, emplovee}, would therefore, in this example, grant authorization to
both Bob and Dave.

In one implementation the atfestation may also comprise attribute attestations that
specify attributes of one or more users or apphcations or of resources that may be
accessed. For example a user wishing 10 use a particular application, for example an
email service of the cloud computing environment provided through the user’s
employer, may be allowed access only if the user has completed a training courss or
refrasher course, for instance a standards of business conduct course, required by the
usar's employer. The training courss could be provided by a training application
implemented in the cloud computing environment. If a user successfully completes the
training course, the training application may issus an attestation that the relevant usser
has complated the course. Without such a valid attestation the email service may deny
that user access to the services. As anocther example a volume management system
may allow a user B access or uss volumes only if the volumess have been scanned and

deemed virus free by a virus scanning service.

in this implementation applications and services of the cloud computing environment
can thus issue attestations autonomously and many differant applications may be able
to issue attestations. This avoids the need for a single, central attestation authority
managed by human administrators. Within a collection of loosely coupled services,
such as is charactenstic in cloud computing environments, central control of
attestations would be complex and time consuming. However by aliowing autonomous
issuing of attestations and allowing users (o specify the issuers of attestations that they

will trust, the management of authorization is greatly simplifisd.

An atiribute attestation may comprise an indication of ths subject of the aitsstation
which may comprise one or more users or applications of the cloud computing and/or
one or more groups and which may, in some implementations, comprise an indication

of the resource.

An attribute altestation may also comprise an indication of the relevant attribute which,

in one implementation, may comprise a type and a valus. The type may define the
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appropriate type of valug, Le. Boolean valus, date, string stc. with the value then
representing an appropriate indicator of the value, For example, if the altestation is
that a particular user has completad a refrasher course the subject may comprise the
identity of the relevant user, the type may indicate a date and the value may comprise
the relevant date that the course was successfully completed. This can allow an
authorization guery 10 be constructed that asks whether a particuiar user has
undertaken a refresher course within a specified time period, e.q. within the last two

years.

The altribule altastation may compriss an indication of the issuer of the allestation. A
consumer of the attestalion may only trust attestation issued by certain entities and so

an indication of the issuer may be important.

In one implementation, at least some attestations may comprise a path indictor for
storing the atiestation. in other words the atiestations may be stored in a direciory
based structure wherein the path indicates the relevant directory of the storage
structure. In some instances the path for storing the atlestation may correspond 1o a
path (o the relevant resource 1o which the attestation applies or in soms instances the
path may be related o an application making the attestation. Providing a path based
storage structure for at least some attestations may enable attestations {o be managed
on a path based basis. For instance a user may be granted read access 1o all
attestations below a certain node in the structure as will be described later. This can

sase management of access control to attestations, especiaily for aitribute altestations.

For example a virus scanning application may run a scan on all of a parlicular user's
volumes, say Alice’s volumes, The resulis of the scan may be stored as an attribute
attestation in a divectory within the siorage of the authorization system such as
{ivirus_scanner/scans/Alics. The contents of this directory may be accessad as read-
only by anyone who has been granied read access o Alice’s volumes. As another
example a training application could store the date of completion of a refresher course
by an empioyee in a directory /ftraining_app/refresher/status/ which is read access by

all members of the group ‘Human Rasources’

The use of a path for storing attestations provides a fully structured name-space for
authenticated atiributes. Applications can autonomously issue attestations by using

the authorization system and these are stored with a specified path. Consumers of the
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attestations know that write access {0 the attestations is controlled and limited, by the
authorization system.  In one implementation only the original issuer of an altestation is
permitted to update or modify an atlestation. Howevar, the authorization system may
allow read access, based on that path, 1o specified users, groups of users or
applications. This avoids the need for the attestations to be digital certificates thus

avoiding the ensuing complexity.

In the absence of a specified path for storing the attestation the authorization system
may store the attestation in one or more storage systems, such as a database,
accessible by the authorization system. The authorization system may store the
attastation based on the fype of atfesigtion, i.e. access right or group or atiribute. in
general the storage system may be individual fo the instance of the authorization
system and may comprise part of the authorization system. However, in one
implementation the storage may be exiernal {o any parlicular instance of the

authorization system but accassible by that instance of the authorization system.

Figure 4 illustrates an implementation of an entity using the authorization system 1o
issue an atlestation and Figure 5 Hlustrates a flowcharnt of the steps in issuing an
attestation. Figure 4 illustrates that an entity 401 may access an authorization system
402 (step 501) via a suitable communication protocol such as HTTR/SSL. The
authorization system may comprise an authorization server 403 to interact with the
entity 401 and a store 404, The authorization server 403 may be a VM provided by the
underlying physical infrastructurs. To establish a session with the authornization system
402 the entity authenlicates itself to the authorizalion system (step 502}, Any suitable
authentication protocol, such as X509 authentication, may be used by the authorization
system o authenticate the entity and in some implementagtions the authorization
system may be configured to undertake one of a plurality of possible authentication
protocols depending on the nature of the sntity. The entity 401 may be a user of the
cloud computing environment, for instance a user accessing the authorization system
via a computer workstation or mobile computing device or any other suitable computing
hardware, Altematively the entity may be an application of the cloud computing
environmeni, for instance comprising one or more VMs instantiated in the undesrlving
physical infrastructure, L.e. the underlying computing hardware, configured o run an
application. Thus applications or services of the cloud computing environment can

autonomously issue attestations. The ahility for applications to autonomously issue
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attestations improves the flexibility of the authorization system in a cloud computing

gnvironment and reduces the need for a central user based control.

Once a session has been sstablished the entity 401 can send the authorization system
a command to add an atlestation (step 503). The command may specify the type of
attestation being made, and specify the elements of the attestation. For instance the
command {o add an attestalion may comprise a command o add an access right and
may specify the subject of the right, the path of the resource, the interface, L.s. type of

resource and the privilege granted as described above. Thus a command such as

addGrant (subject: user{Bob), path: /users/Alice/*, interface: dir, privilege: read)

would give the user Bob read access over the whole content of directory /user/Alice.
The authentication system receives the command and determines {step 504) whether
the entity 401 has authority {0 add such an access righf. The ability to grant access
rights may be limited to certain defined users and/or applications and/or the type of
attestation that can be made may be limited. Thus if the enlity is user Alice and the
directory users/Alice is whare volumes creatsd by Alice are stored, then Alice may be
authorized o add such a grant. However Alice may not be authorized to add a grant {o
the direclory users/Bob. The process of checking whether the entity 401 has the
naecessary authorization (o add the atiestation may use basically the same process that
is used in response (o an access right query, which will be describad in more dstail

iater.

If the entity does not have the necessary authorization the process may be lerminated
(step 505). However if the entity is authorized the identity of the entity 401, as

authenticated in step 502, is added to the atlestation (step 508) and then the complete
attestation is stored {step 507} in a store 404, which may be a volume provided by the

computer memory/storage of the underlying physical resources.

The atlestation may be stored in a store 404 which is encapsulated within the
authorization system 402 and accessible only via the particular authorization server
403. Thus the authorization server 403 may controf aff access {o the store of
attestations. However in one implementation the store 404 may be external to the
authorization system 402 and/or may be accessible by a different instance of an

authorization system,
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in some implementations at least some attestations are stored with a designated path
within store 404, For instance entity 401 may be a training application which has been
used by a user to complete a refresher course. In this case the altestation may be an
attribute attestation specilying the date of completion. The command fo add an

attestation may thus comprise a path o store the atiribute, for sxample:

addAttribute (subject: user(Bob}, path: /fcourses/status, type: date, value: 23 Jan

This would instruct the authorization system to add an atiribute attesiation at the

specifiad path within store 404 that Bob completed the refresher course on 23 January.

As mentioned above the identity of ths issusr may bs stored in the attestation by the
authorization system. In this implementation it may not possible to issue attestalions
on behalf of a third party. Thus a consumer of altestations, who may only trust
attestations issued from cerlain trusted sources, knows that the authorization sysiem
has authenticated the identity of the issuer and thus an attestalion designating a
particular issusr is authentic, thereby avoiding the need for the attestations o comprise

digital certificates.

Referring to Figure 4 a user establishing a session with the authorization server 403
may also use the connection to manage their attestations. The authorization system
may provide a variety of facilities for managing authorizations such as searchss, edit
functionality etc. The user may list or search the altestations and may modify or
update altestations as necessary. The attestations themselves may contain sensitive
information. For instance the membership of vanious groups could be sensitive or the
access rights given (o a particular user may also be sansitive. Access (o the
attestations themselves may thus be controlled by the authorization system. There
may therefore be access rights governing which users can read existing attestations.
This provides the ability 1o allow selective access to the attestations which is not
possible when using digital certificates and protects the privacy of the subject and the
issuer of the attestation. Further the altestations which conirol access to the
attestations can be changed dynamically. As mentioned above access control may be
based on the path by which attestations are stored and access may be given for a

specifisd node and all nodes below it
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By default an issuer of an attestation, such as an access right attestation or a group
attestation, may be the only user who is authorized o read, modify or delete an
attestation, although some attestations may be time limited and may expire. The issuer
of an attestation may be able to authorize other users to read and/or write, i.e. modify
an existing altsstation. For sxample in an organisation the managemaent of groups may
be the responsibility of human resources. An adminisirator may therefore create a
group attestation to creafe an initial human resource group. The human resources
group may then be authorized o create new group attestations and modify or replace

axisting group altestations {(including the human resources group).

Once the attestations have been issued the authorization system can be used by other
entities o determine whether or not a user or application of the cloud computing
environment is authorized to perform a specific action as described above in relation to

Figure 3. Figure 6 illustrates & flow chart of one mesthod of access control.

As shown in figure 3 an entity 301 contacts application 302 in order 0 access some
resources 303 (step 601). The application 302 authenticates the identity of the entity
301 using any suitable authentication protocol (step 602} such as X508, Kerberos,
QpenlD and the like. As the authentication is performed between the application 302
and the entity 301 and is decoupled from authorization, different applications can use
different authentication protocols within the cloud computing environment with the

same authorization system.

Once the application 302 has authenticated the entity 301, the entity may request
access {o some resource, for instance a user may request o access a directory of a
siorage service or altempt {o perform a search and g virus scanning application may
request access o volumes for virus scanning. The application determines the action
and resource requested by the entity 301 and constructs a query (step 803). The
query may be a query as to whether a subject, i.e. the requesting entity, has authorily
to perform a specified action for a specified resource. The form of the guery may
match the genaral form of the access night attestation. The subject may be dencied by
the common name of the entity 301 as determinad in the authentication step. The
specified resource may be specified by a path {o the relevant resource. The type of
resource may also be specified in an interface fisld. The requested aclion may be

specifisd by denoting the required privilege level. For example, if entity 301 is a user,
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Alice, and the application is a storags server, and Alice is wanting to accsss a directory

at /user/Alice/volt the query may take the form

hasAuth {subject: user{Alice), path: /users/Alice/, Interface: dir, privilege: read)

in some implementation, where access 10 a sarvice is also dependent on a particular
attribute, such as, for example, a user having completed a refresher course within the
last two years, the query may also query whether the subject has a relevant atiributs

attestation. For example

hasAttr {subject: user{Alice}, path: /course/status, type: dale, value: »01/01/2008)

may comprise part of the qusery that ask whether user Alice has a courss complstion

date stored at the location which is more recent than 1 January 2008,

in some implementations the query may include an indication of all issuers of
attestations that the application and/or eniity will trust, i.e. fo determine which
attestations should be used in deciding for an authorization decision. In other
implementations the trust relationships for applications and/or users may be storad by
the authorization system and retrieved by the authorization system based on the

identity of the appiication and/or subject of the qusry.

The application 302 makss contact with the authorization system 304 (step 804},
Although shown in this example as making contact with the authorization system after
generating the query it will be clear that the guery could be generated during or after
the step of making contact with the guthorization system. H the authorization system is
a stand-alone service or part or a different application to application 302 then the
conwnunication is via any suitabls secure protocol, such as HTTR/SSL and the
application and authorization systermn may mutually authenticate (step 605). However
in instances where the authorization system is running as a Iocal component within the
application there may be no need {o authenticate and communication may be

inherently privats,

Once a suitable connection is established the application 302 sends the query to the

authorization system 304 (step 606).
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The authorization system receives the request and determines the list of trusted
issuers that the application and/or entity Is prepared to trust (step 607). As mentioned
above this may be contained within the query or the authorization system may access

a list of stored relationships based on the identity of the application and/or the subject.

The authorization system may then search the siored attestations of trusted issuers o
determine whether the subject is the member of any groups and 1o ideniify such groups
(step 608). This may involve an erative search as, if the subject, say an individual
user Alice, is part of a group, say ‘engineers’ it will be necessary to then determine if

the group ‘enginear’ is itself part of a larger group.

Once all groups have been identified the access right attestation may be searched
{step 808) to determine if the subject, or any of the groups to which the subject

belongs, has the necessary access right (as attested by a trusted issuer).

if the query involves authorization being conditional on a particular atiribute atiestation
a search may also be performed (step 610) o determine whether the subjector a

relevant group has the necessary attribute (as altested by a trusted issusr).

If the subject is found to have the necessary access right and any necessary attribute
{as attasted by a frusted issuer) the decision is taken {o authorize the requestad action
and this decision is communicated to the application 302 (step 611}. The application
receives the decision o authorize and enforces the decision by allowing the entity 301
access o the requested resource (step 612). Howsver if the necessary access right is
not found or if a necessary attribute is not found (as attested by a trusted issuer) then
the decision is made by the authorization system that the requested access is not
authorized. This decision is sent {0 the application {step 613) and the application

enforces the dacision by denying access (stap 614).

As mentioned above there may be several instances of the authorization systemin a
cloud computing enwironment. Figure 7 dlusirates an implemeantation with several

instances of an authorization system.

Figure 7 shows a plurality of users 701a-d. Users 701a and 701b are separatsly
accessing a volumes management service 702 similar to that described above in

refation to Figure 2. Each of user 701a and user 701b establishes a session with the
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volums management server VM 703 in order 1o access and manags volumss 704, In
order to decide whether or not user 701a is authorized {o access the volumes 704 the
volume management server communicates with an authorization system 705 as
described above. In this implementation authorization system 705 is provided as a
component of the volume management system 702, for example as a local Java object.
The natwork rules within volume management system 702 are such that only the
volume managemaent server can generally directly access the authorization system
705. Users 701a and 701h may, in some implementations, be users from different
organisations and the volume management system uses the authorization system 705

to determing which user can access which volumes 704.

The volume management server may also be accessed by an application 706 of the
cloud computing snvironment which may, in this example, be a virus scanning
application. The virus scanning application may be arranged to scan volumes
managed by the volume management system 702, for instance user 701b might
arrange for the virus scanning application to periodically scan the volumes controlled
by user 701b. The virus scanning system 706 may therefore periodically contact the
volums management server 703 for read accass o the volumes of user 781b. The
volume management server 703 may query the local authorization system {o determine

whether the virus scanning system 706 is authorized {o access the requasted volumes.

The results of the virus scan may be stored as an attribute. The resulis may comprise
an attestation by the virus scanning system that specified volumes are virus frese. The
VIrUS scanning system may be configured 1o issue such altestations using the
authorization system 705, via the volume managemsnt server 703. This msans that
the attestations regarding the virus atiributes of the volumes are stored in authorization
systam 7085 along with the access controls for said volumes. Alternatively the virus
scanning system may be configured to confact a stand alone instance of an
authorization system 707, Authorization system 707 may be largely identical to
authorization systen 705 with the exception that authorization system 707, being
generally accessible, will undergo an authentication step with any enlify contacting it
The virus scanning systam may use authorization system 707 to store the relevant

attestations.

As the volume management server 703 may require access to the atinbuts atiestations

stored by authorization system 707 it may also be arranged o interrogate authorization
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system 707. Altematively the volumes managsment server 703 may commurnicate only
with its own embedded authorization system 705 and this embedded authorization
systern 705 may be configured to confact stand alone authorization system 707 to
determine whether an appropriale altestation from the virus scanning system 706
axists. Forinstance in an implementation where each authorization system comprises
an authorization server the relevant authorization servers may communicate with ons

another.

User 701c may contact authorization systemn 707 directly in order to add new
attestations or amend existing atiestations. However access {o its store of altestations
is controlled by the authorization system 707 and only attestations that user 701cis
authorized o read will be displayed. Further the ability of user 701c 1o add new
attestations or amend existing attestations may be limited, for instance o ceriain

specified resources.

Figure 7 also illustrates two further applications 708 and 709, for instance a training

application and email service respectivaly.

The training application 708 may check with authorization system 710 that user 701d is
authorized {o access training material for a particular subjedt, for instance to complete
a specified on-line training module, such as a standards of business conduct refresher
course. Also, when user 701d does take and successfully complste such a moduls the
training application may use the authorization system o issue an attestation with the
date that the course was completed. This attestation is generally stored within the
authorization system 710 but, in one implementation, could be slored in a general store

(not shown) or within a secure storage area of the training application,

Ths email servics 708 may check that a user 701d is authorized (0 access a mailbox

by guerying authorization system 710. Further, the email service may allow user 709
to send an email only if an attestation from the iraining application exists that confirms
that the relevant user has completad 2 ‘standards of business conduct refresher

courss within a st period of time.

The implementations of the authorization system described above provide a simple
model to application developers as wall as to the administrators of the authorization

systemn. The authorization system utilizes programming abstractions and inferaction
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models and may enable relatively painless adoption by developers who may not be

security experts, thereby increasing the likelihood of correct, secure implementation,

The describaed systems, methods, and technigues may be implementad in digital
elactronic circuilry, computer hardware, firmwars or software stored in and exacuting
on one oF more computer hardware components, or in combinations of these elements,
Apparatuses embodying these technigues may include appropriate inpul and output
devices, a computer procassor, and instructions tangibly embodiad (e.g., stored) in a
machine-readable storage device for execution by a programmable processor. A
process embodying these technigues may be performed by a programmable processor
execuling a program of instructions {o perform desired functions by operating on input
data and generating appropriate outpul. The techniques may be implemented in one
or more computer programs including instructions that are executable on a
programmable system including at least one programmable processor coupled to
receive data and instructions from, and to transmit data and instructions to, a data
storage system, at least one input device, and at least one output device. Suitable
processors include, by way of example, both general and special purpose
microprocessors. Storage devices suiiable for tangibly embuodying computer program
instructions and data include all forms of non-volatile memory, including by way of
example ssmiconductor memory devices, such as Erasable Programmabile Read-Only
Memory (EPROM), Electiically Erasabie Frogrammable Read-Only Memory
(EEPROM), and flash memuory devices; magnetic disks such as internal hard disks and
removable disks; magneto-optical disks; and Compact Disc Read-Only Memaory (CD-
ROM). Any of the foregoing may be supplemented by, or incorporated in, spacially-

designed ASICs (application-spacific integrated circuits).

It should be noted that the above-mentioned implementations are Hlustrative rather
than limiting, and that implementation modifications are possible. For example,
advantageous resulis may be achieved if acls of the disclosed techniques are
performed in a different order and/or if components in the disclosed systems are
combined in a different manner and/or replaced or supplemented by other components.
Morsover, the word “‘comprising” doses not exclude the presence of elements or steps
other than those listed in 2 claim, and use of the terms “a” or “an” does not necessarily
exclude a plurality. Any reference signs in the claims shall nof be construed so as o

fimit their scope.
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CLAIMS

1. An attestation system (705, 707, 710} in a cloud computing environment

configured to:

allow a pluraiity of users (701a —d) and applications (702, 706, 708, 709) of the
cloud computing environment to issue attestations regarding atiributes of
other users and applications;

control access to said attestations; and

aliow a plurality of users and applications of the cloud computing environment
to query the authorization system to determing whether a specified user

or application has a specifisd atiributs.

2. An attesiation systemn as claimsad in claim 1 wherein the altestations regarding
attributes of other users include authorizations of other users and applications
such that the authorization system is configured to;
aliow a plurality of users and applications of the cloud computing environment
to issue atiestations regarding authorizations of other users and
applications; and

aliow a plurality of users and applications of the cloud computing environment
to query the authorization system to determing whether a specified user

or application has a specifisd authorization.

3. An atlesiation system as claimed in claim 1 or claim 2 configured to store an
indication of the identity of a user or application issuing an attestation with said

attestation.

4. An attestation system as claimed in claim 3 configured o authenticate the

ideniity of a user or application issuing an altastation.

wn

An attestation system as claimed in any preceding claim wherein the
attestations comprise access right attestations for resources that comprise an
indication of the relevant resourcs, the authorized users and appilications and

the actions permitted.

o

An attestation system as claimed in claim 5 wherein the indication of the

refevant resource comprisas a path to the relevant resource.
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7. An attestation system as claimed in any preceding claim wherein the

attestations may specify groups of users.

8. An attestalion system as claimed in claim 7 wherein the atlestations comprise
group attestations which specify the users or applications that are members of

a group.

©

An attestation system as claimed in any preceding claim wherein said
attestations regarding atiributes are stored by designating a path for each

attestation regarding an atiribute.

10.  An attestation system as claimed in any praceding claim wherein said

attestations do not comprise digital certificates.

11, An attestation system as claimed in any preceding claim configured so that it
can be embedded within an application of the cloud computing environment as

& local object or operated as a stand-alone service.

12. A computer program product for use with a compuling system compising
compuier readable code that, when execuled in said computing system,
causas # to provide an attestation system in a cloud computing environmant as

claimed in any preceding claim.

13. A method of controlling access to rescurces (704, 709) in a cloud computing

environment, the method comprising:

raceiving a request from an entity (701a-d, 708, 709) of the cloud computing
environment o perform an action with a specified resource;

authenticating the identity of the entity;

generating a gquery to an authorization system (705, 707, 710) as to whether
said identified entity is authorized by an attestation to perform said action
on said spacified resourcs;

receiving a response in responss o said query indicaling whether said entity is
s0 authorized: and

enforcing the decision recsived from the authorization system.
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14.

A method as claimead in claim 13 further comprising providing (o said
authorization system an indication of issuers of attestations that are trusted for

the purposes of determining whether said entity is authorized by an attestation.

A method of providing secure atiestations in a cloud computing environment

comprising:

receiving a request from an entity (701e-d, 706, 709) o issue an attestation;

authenticating the identity of said entity;

receiving an instruction to add an attestation from said entity; and

storing said attestation along with an indication of the identity of said entity;
wherein

said entity may be a user (701a-d} or an application {702, 708, 708, 709} of the

cloud computing environment.
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